PHYSICAL SECURITY CRECKLIST

TASK COMPLETED

Physical Locks

Use robust door locks and window security for your
home/office.

loT Devices

List all cameras, smart speakers, etc. (use the
inventory template)

Change factory usernames/passwords for cameras,
doorbells, thermostats.

Regularly update device firmware (cameras, smart
hubs, etc.).

Regularly test alarm systems and other security
measures.

Use official apps for 10T control. Be suspicious of
third-party apps.

Place loT devices on a separate network to minimize
risk.

Enable logging on devices when possible.

Enable encryption (if available), restrict remote
access, and change default ports.

Physical Access

Restrict physical access to home routers and
networking equipment.

Secure important documents in locked storage.

Dispose of sensitive documents securely (shredding).

Protect physical devices from theft or unauthorized
use.

Device Removal / Disposal

Securely wipe/destroy old hardware before disposal.




